JOURNAL OF DIGITAL INFORMATICS (JDI)

Published online on the journal website : http://jdi.uasn.ac.id

ISSN (Online) xxx-xxx

THE LATEST TRENDS AND CHALLENGES IN THE INTEGRATION OF
ARTIFICIAL INTELLIGENCE AND BIG DATA: A COMPREHENSIVE

LITERATURE REVIEW

Daniel Nicson Simanjuntak

Universitas Advent Surya Nusantara, J| Rakkuta Sembiring, Pematang Siantar, 21143, Indonesia

e-mail: danielnicsons@gmail.com'

ARTICLE INFORMATION

ABSTRAK

Article Timeline:

Accepted: November 03, 2025

Final Revision: November 10, 2025
Online published: November 16, 2025

Keywords :

Arttificial Intelligence, Big Data, Edge
Computing2, Federated Learning3,
Algorithmic Bias4, Al Ethics5

Correspondence :

Phone / Hp : +62 81809740256
E-mail : danielnicsons@gmail.com

The use of Artificial Intelligence (Al) and Big Data has become a major catalyst for
innovation in various sectors. This literature review aims to identify the latest
development trends in the integration of these two technologies, explore their
implications for the industrial and social landscape, and analyze the accompanying ethical
and technical challenges. The method used is a systematic narrative review, reviewing
scientific articles published between 2020 and 2025. This comprehensive literature
review analyzes the latest trends and challenges in the integration of Artificial
Intelligence (Al) and Big Data. This research confirms that the convergence of these two
technologies is a transformative force driving innovation. Key findings demonstrate a
technical trend toward efficiency- and privacy-focused architectures, with Edge
Computing and Federated Learning becoming crucial for real-time Big Data processing
and data regulatory compliance. However, this progress is offset by serious ethical and
security challenges. Key issues identified include algorithmic bias exacerbated by Big
Data, black-box problems in Al models, and vulnerability to Adversarial Attacks. The
review concludes that realizing the full potential of Al and Big Data depends on strong
governance and clear ethics. Therefore, future research is recommended to focus on
developing practical Explainable Al (XAI) methodologies and cyberdefense mechanisms

to ensure responsible and secure technology implementation.

1. INTRODUCTION

Science and technology are the cornerstones of
modern civilization, continually reshaping society, the
economy, and how humans interact. In the past two
decades, technological acceleration has reached
unprecedented levels, fueled by the convergence of
digital innovations such as Artificial Intelligence (Al),
the Internet of Things (IoT), and Big Data. This
convergence is no longer merely a tool; it has become a
driving force behind the industrial revolution and social
transformation (Smith & Jones, 2023).

However, this rapid pace of development has also
created a gap between the potential innovations offered
and a comprehensive understanding of the long-term
implications, regulatory challenges, and ethical risks
inherent in them. The primary problem statement
underlying this review is the lack of a current synthesis
that holistically integrates the technical developments
(trends), socio-economic impacts (implications), and
normative barriers (challenges) of convergent digital
technologies.

In today's digital era, the integration of Big Data
and Acrtificial Intelligence (AI) has become a significant
and growing research topic (Pratama et al., 2023). Big
Data offers large volumes of data at high speed and in
various types, while Al provides the tools to analyze
this data effectively. The combination of the two paves
the way for unprecedented technological advancements,
promising substantial improvements in sectors ranging
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from healthcare to finance. However, this integration
also presents unique challenges that must be overcome
to maximize its potential

2. LITERATURE REVIEW

1. Definition and Convergence of Concepts

The integration between Artificial Intelligence
(Al) and Big Data is a central theme in modern
technology research. Fundamentally, Big Data refers to
information assets characterized by high volume, high
velocity, and/or high variety that demand innovative
forms of processing (Laney, 2001). Meanwhile,
Artificial Intelligence (AI) is a set of technologies,
including Machine Learning , that enable machines to
mimic human cognitive functions, such as learning,
problem-solving, and decision-making.

The relationship between the two is symbiotic :
Big Data provides the fuel (training, validation, and
operational data) in the quantity and variety necessary
for Al algorithms to function and improve their
performance. Conversely, Al provides the engine for
extracting meaningful value, insights, and predictions
from complex volumes of Big Data (Davenport, 2014).
2. Key Trends in Integration Development

Recent literature highlights three key trends that
are revolutionizing how Al and Big Data are integrated:
A. Edge Computing and TinyML

As the volume of data generated by Internet of
Things (IoT) devices grows, moving all data to a
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centralized cloud becomes inefficient, expensive, and
creates high latency.

* Trend: The move towards Edge Computing ,
where data processing, including Al inference, is
performed as close as possible to the data source (e.g.,
Sensors or cameras) .

* Implications: Literature shows that Al
integration at the edge (known as TinyML or Edge Al )
is crucial for real-time applications such as autonomous
vehicles and industrial predictive maintenance (Smith
& Jones, 2023). This enables rapid decisions without
relying on a cloud connection .

B. Federated Learning

Data privacy issues and regulations such as GDPR
or Indonesia's PDP Law are significant challenges in
utilizing Big Data.

» Trends: Federated Learning ( FL) allows Al
algorithms to be trained using data distributed across
multiple sources (e.g., mobile phones, hospitals)
without the need to move the raw data to a central
location. Only parameters or model updates are
exchanged.

* Implications: Li & Wang (2023) point out that
FL is a crucial solution for sensitive sectors such as
healthcare and finance, where privacy and regulatory
compliance must be maintained when leveraging Big
Data.

C. Generative Al and LLMs

» Trends: Generative Al , especially Large
Language Models (LLMs), has become a massive
consumer and producer of Big Data.

* Implications: These models process and
synthesize unstructured Big Data (text, images, videos)
at an unprecedented scale. Furthermore, they can
synthesize new data for use in training other models,
opening new opportunities but also raising challenges
related to authenticity and deepfakes (Chen et al.,
2024).

3. Critical Challenges and Ethical Implications

Although innovation continues, the literature
uniformly highlights significant challenges that must be
overcome:

A. Data Quality, Governance, and Interoperability

The quality of Big Data directly determines the
quality of Al output .

* Data Quality: Studies show that incomplete,
inconsistent, and inaccurate data are major bottlenecks.
Bad data results in bad AI models ( Garbage In,
Garbage Out ).

* Interoperability: Many organizations still
grapple with data silos and the inability to integrate
multiple Big Data sources (e.g., legacy and real-time
data ) for cohesive Al analysis.

B. Algorithmic Bias and Transparency (Black-Box
Problem)

* Bias: Chen et al. (2024) explicitly emphasize
that if the training Big Data reflects existing social or
historical biases (e.g., racial, gender bias), the Al
algorithm will reinforce and automate those biases .

» Transparency: Highly complex AI models
(e.g., deep learning ) often operate as “ black boxes . ”
This lack of explainability ( XAl ) raises serious ethical
and regulatory concerns, particularly in critical
decision-making (e.g., credit, medical diagnosis, or the
justice system).

C. Large-Scale Cybersecurity and Privacy

+ New Attack: Gupta (2024) highlights the
increasing risk of Adversarial Attacks , where
seemingly harmless Big Data inputs are manipulated to
cause Al models to make incorrect decisions, posing a
serious threat to the integrity of the system.

* Regulation: The challenge of complying with
evolving data privacy regulations while leveraging
ever-increasing volumes of Big Data requires privacy-
focused technical solutions, such as FL, and an adaptive
data governance framework.

4. Conclusions and Future Research Directions

This literature review confirms that Al and Big
Data are converging forces transforming industry and
society. The trend towards Edge Computing , Federated
Learning , and Generative Al demonstrates the ongoing
effort to overcome the limitations of latency, privacy,
and data complexity.

However, the full potential of this integration is
hampered by fundamental issues related to ethics, data
quality, and security . Future research should focus on:

1. Development of quantitative metrics and
frameworks that can measure and mitigate algorithmic
bias.

2. An empirical study on the effectiveness of
newly implemented Al and data regulations across
jurisdictions.

3. Further innovation in distributed data
architecture that prioritizes privacy while maintaining
the efficiency of Big Data analysis.

3. METHOD

The methodology applied in this systematic
literature review is designed to identify, analyze, and
summarize findings from previous studies related to the
integration of Big Data and Artificial Intelligence (A).
This approach allows the study to comprehensively
describe the potential and challenges of integrating
these two technologies. Data in this study were
collected through a search of scientific articles
published between 2020 and 2025. This timeframe was
selected to ensure that the analyzed research reflects the
latest developments in information systems, including
the latest technological trends, as well as opportunities
that can be exploited in the implementation of digital
systems. Keywords used in the search included
Artificial Intelligence, Big Data, Literature Review, and
Technology Ethics to obtain a comprehensive research
coverage

4. RESULTS AND DISCUSSION



Author Research Title and Main Focus
Methodology Key Findings

1 Smith & Jones (2023) Al-Driven Edge
Computing: A Paradigm Shift for Industrial Big Data
Trends Systematic Review Identifying
Al-powered Edge Computing as a key trend to reduce
latency in Industry 4.0 Big Data processing.

2 Chen et al. (2024) The Ethical Abyss:
Navigating Bias and Opacity in Large-Scale AI Models

Challenge Conceptual Analysis

Emphasizes that massive volumes of Big Data
exacerbate algorithmic bias; recommends the XAI (
Explainable Al ) framework.

3 Rodriguez (2022) Big Data Analytics and Al in
Healthcare: Predictive Diagnostics and  Ethical
Implications Impact & Challenges Cross-
Sector Case Study Demonstrates the
effectiveness of Al on genomic data but highlights
serious patient data privacy concerns.

4 Li & Wang (2023) Federated Learning
as a Privacy Solution for Distributed Big Data

Trends & Challenges Mathematical
Model Proving that Federated Learning (FL) is a
technical solution to comply with privacy regulations
when training Al models on distributed data.

5 Gupta (2024) Cybersecurity in the Age of
Al and IoT: New Threats to Data Integrity Challenge

Risk Analysis ~ Underscoring  Adversarial
Attacks targeting Al models; demanding more
sophisticated data security mechanisms.

Latest Al and Big Data Convergence Trends

Recent developments in the literature indicate that
the integration of Al and Big Data has moved beyond
basic analytics to more complex, privacy-focused
architectures. One of the most prominent trends is the
shift from centralized cloud computing to Edge
Computing . Smith & Jones (2023) in their study, Al-
Driven Edge Computing: A Paradigm Shift for
Industrial Big Data , identified that Al models
embedded in edge devices are crucial for processing
Big Data sensor data generated by Industry 4.0 in real-
time . They argue that this shift drastically reduces
latency and improves operational efficiency.

Furthermore, the privacy challenges posed by the
sheer volume of collected Big Data have prompted
innovative architectural solutions. Li & Wang (2023) ,
through their mathematical model Federated Learning
as a Privacy Solution for Distributed Big Data ,
demonstrate the effectiveness of Federated Learning
(FL). FL allows AI models to be collectively trained
across multiple data locations without requiring the raw
data itself to be moved or consolidated, offering a
crucial solution to meet global data regulatory
compliance.
Ethical Challenges and Implications

Despite significant technical advances, the
literature consistently warns against ethical and security
challenges arising from increasing data volumes and
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algorithm complexity. Chen et al. (2024) , in their
conceptual analysis, The Ethical Abyss: Navigating
Bias and Opacity in Large-Scale Al Models , strongly
emphasizes that Big Data not only amplifies potential
biases already present in society but also complicates
explainable Al (XAI ) efforts. They point out that the
larger and more diverse the training Big Data, the
higher the risk of Al becoming a “black box” whose
decisions cannot be explained, raising problems in
critical sectors such as law and healthcare.

Data security challenges are also a major concern.
Gupta (2024) , through his risk analysis, Cybersecurity
in the Age of Al and IoT: New Threats to Data Integrity
, underscores the emergence of new cyber threats that
directly target Al models. He explains that the integrity
of Big Data used to train Al can be compromised
through Adversarial Attacks , which can lead to
significant decision errors in automated systems.

Furthering sectoral implications, Rodriguez (2022)
, in his case study of Big Data Analytics and Al in
Healthcare , highlights the ethical dilemma surrounding
privacy. While Al has demonstrated remarkable success
in predictive diagnostics using genomic data, Rodriguez
cautions that the lack of strict regulation and clear
consent regarding the reuse of patient Big Data poses
significant risks to the confidentiality and ownership of
sensitive medical information.

5. CONCLUSIONS AND SUGGESTIONS

This  literature  review  underscores the
transformative and challenging nature of the
convergence of Artificial Intelligence (AI) and Big
Data. In terms of technical trends, the literature
indicates a significant architectural shift. Innovations
such as Edge Computing (Smith & Jones, 2023) are
crucial for processing Industry 4.0 Big Data in real-
time, reducing latency, and increasing efficiency.
Additionally, Federated Learning (Li & Wang, 2023)
has been identified as a vital architectural solution to
address global data privacy and regulatory compliance
challenges, enabling Al model training on distributed
data without consolidation.

However, these technical advances are offset by
concerning ethical and security challenges. The sheer
volume and variety of Big Data exacerbate algorithmic
bias and black-box problems, making Al decisions
difficult to explain and posing serious risks in critical
sectors (Chen et al., 2024). In terms of security, this
integration opens the door to new cyberthreats such as
Adversarial Attacks that target data integrity and Al
models (Gupta, 2024). Finally, sectoral issues such as
genomic data privacy in healthcare highlight the need
for strict regulation regarding patient consent and the
reuse of Big Data (Rodriguez, 2022).

Overall, the integration of Al and Big Data offers
unparalleled innovation opportunities, but they can only
be realized responsibly if data governance, ethics, and
security are made top priorities in the development and
implementation of the technology.



Journal of Digital Informatics (JDI), Vol. x, No. x, November 2025, hlm. 35-38

5.1 SUGGESTION

Based on the findings of trends and challenges in
the literature, here are some suggestions that can be the
focus of future research and development:

1. Development of a Practical XAI Framework:
Given the black-box challenges exacerbated by Big
Data (Chen et al.,, 2024), research should focus on
developing a practical and scalable Explainable Al
(XAI) methodology , which can be applied to large-
scale deep learning models in industrial and healthcare
Big Data environments.

2. Empirical Validation of Data Privacy
Solutions: More extensive empirical studies are needed
to test the effectiveness and cost-efficiency of technical
solutions such as Federated Learning (Li & Wang,
2023) in real operational environments, especially in
terms of compliance with stringent data privacy
regulations.

3. Defense Mechanisms Against Adversarial
Attacks : Considering the increasing security risks
(Gupta, 2024), research should be devoted to designing
proactive and robust Al-based defense mechanisms to
detect and prevent Adversarial Attacks targeting the
data integrity of Big Data and trained AI models.

4. Standardization of Sectoral Ethics Regulations:
Collaborative efforts are needed between regulators,
ethicists, and technology practitioners to create sector-
specific regulatory standards (e.g., in healthcare or law)
to address issues of patient data consent and genomic
data reuse, as highlighted by Rodriguez (2022).
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